ETHICS FOR THE MODERN LAWYER
Presented by Michael S. Burg, Attorney at Law

1.
INTRODUCTION

Modern technology and communications have become great tools for lawyers to expand their practices and create opportunities to reach clients and potential clients in ever-widening possibilities.  However, the attorney who uses newer technology and social media to manage and market his practice will need to comply with the requirements of legal ethics and will need to be careful about its uses.  New ethics opinions from state bars around the country, the American Bar Association and courts have begun to define what is required, what is permissible and what is forbidden. This paper will attempt to explain some of the recent and relevant opinions concerning the use of technology and social media. 
Maintaining Competence


In August, 2012, the American Bar Association’s House of Delegates voted to amend the Model Rules of Professional Conduct to make clear that lawyers have a duty to be competent in technology.  Specifically, the American Bar Association voted to amend the comment to Model Rule 1.1, governing lawyer competence, to say that, in addition to keeping abreast of changes in the law and its practice, a lawyer should keep abreast of “the benefits and risks associated with relevant technology.”

The American Bar Association emphasized the importance of technology to modern law practice.  The proposed amendment, which appears in a Comment, does not impose any new obligations on lawyers.  Rather, the amendment is intended to serve as a reminder to lawyers that they should remain aware of technology as part of a lawyer’s general ethical duty to remain competent.

2.
GENERAL RULES

Texas Disciplinary Rules of Professional Conduct 7.01 – Firm Names and Letterhead


(e)
A lawyer shall not advertise in the public media or seek professional employment by any communication under a trade or fictitious name, except that a lawyer who practices under a firm name as authorized by paragraph (a) of this Rule may use that name in such advertisement or communication but only if that name is the firm name that appears on the lawyer’s letterhead, business cards, office sign, fee contracts, and with the lawyer’s signature on pleadings and other legal documents. (f) A lawyer shall not use a firm name, letterhead, or other professional designation that violates Rule 7.02(a).

Texas Disciplinary Rules of Professional Conduct – Rule 7.02 Communications Concerning a Lawyer’s Services


(a)
A lawyer shall not make or sponsor a false or misleading communication about the qualifications or the services of any lawyer or firm. A communication is false or misleading if it:
(1)
contains a material misrepresentation of fact or law, or omits a fact necessary to make the statement considered as a whole not materially misleading;
(2)

contains any reference in a public media advertisement to past successes or results obtained unless
(i) 
the communicating lawyer or member of the law firm served as lead counsel in the matter giving rise to the recovery, or was primarily responsible for the settlement or verdict,
(ii) the amount involved was actually received by the client,
(iii) 
the reference is accompanied by adequate information regarding the nature of the case or matter and the damages or injuries sustained by the client, and
(iv) 
if the gross amount received is stated, the attorney’s fees and litigation expenses withheld from the amount are stated as well;

(3) 
is likely to create an unjustified expectation about results the lawyer can achieve, or states or implies that the lawyer can achieve results by means that violate these rules or other law;

(4)
compares the lawyer’s services with other lawyers’ services, unless the comparison can be substantiated by reference to verifiable, objective data;
(5)
states or implies that the lawyer is able to influence improperly or upon irrelevant grounds any tribunal, legislative body, or public official;

(6)
designates one or more specific areas of practice in an advertisement in the public media or in a solicitation communication unless the advertising or soliciting lawyer is competent to handle legal matters in each such area of practice; or

(7) 
uses an actor or model to portray a client of the lawyer or law firm.


(c) A lawyer shall not advertise in the public media or state in a solicitation communication that the lawyer is a specialist except as permitted under Rule 7.04.
Texas Disciplinary Rules of Professional Conduct – Rule 7.04 Advertisements in the Public Media
(a)
A lawyer shall not advertise in the public media by stating that the lawyer is a specialist, except as permitted under Rule 7.04(b) or as follows:


(2) 
A lawyer may permit his or her name to be listed in lawyer referral service offices that meet the requirements of Occupational Code Title 5, Subtitle B, Chapter 952, according to the areas of law in which the lawyer will accept referrals.

(3) 
A lawyer available to practice in a particular area of law or legal service may distribute to other lawyers and publish in legal directories and legal newspapers (whether written or electronic) a listing or an announcement of such availability.  The listing shall not contain a false or misleading representation of special competence or experience, but may contain the kind of information that traditionally has been included in such publications.
(b) 
A lawyer who advertises in the public media:


(1) 
shall publish or broadcast the name of at least one lawyer who is responsible for the content of such advertisement; and


(2)
shall not include a statement that the lawyer has been certified or designated by an organization as possessing special competence or a statement that the lawyer is a member of an organization the name of which implies that its members possess special competence.
(3)
shall, in the case of infomercial or comparable presentation, state that the presentation is an advertisement:
(i) both verbally and in writing at its outset, after any commercial interruption, and at its conclusion; and (ii) in writing during any portion of the presentation that explains how to contact a lawyer or law firm.

(c)
Separate and apart from any other statements, the statements referred to in paragraph (b) shall be displayed conspicuously and in language easily understood by an ordinary consumer.


(d)
Subject to the requirements of Rules 7.02 and 7.03 and of paragraphs (a), (b), and (c) of this Rule, a lawyer may, either directly or through a public relations or advertising representative, advertise services in the public media, such as (but not limited to) a telephone directory, legal directory, newspaper or other periodical, outdoor display, radio, television, the internet, or electronic or digital media.

(e)
All advertisements in the public media for a lawyer or firm must be reviewed and approved in writing by the lawyer or a lawyer in the firm.


(f)
A copy or recording of each advertisement in the public media and relevant approval referred to in paragraph (e), and a record of when and where the advertisement was used, shall be kept by the lawyer or firm for four years after its last dissemination.


(g)
In advertisements in the public media, any person who portrays a lawyer whose services or whose firm’s services are being advertised, or who narrates an advertisement as if he or she were such a lawyer, shall be one or more of the lawyers whose services are being advertised.

(j)
A lawyer or firm who advertises in the public media must disclose the geographic location, by city or town, of the lawyer’s or firm’s principal office. A lawyer or firm shall not advertise the existence of any office other than the principal office unless:

(1)
that other office is staffed by a lawyer at least three days a week; or

(2)
the advertisement states:
(i) the days and times during which a lawyer will be present at that office, or
(ii) that meetings with lawyers will be by appointment only.


(k)
A lawyer may not, directly or indirectly, pay all or a part of the cost of an advertisement in the public media for a lawyer not in the same firm unless such advertisement discloses the name and address of the financing lawyer, the relationship between the advertising lawyer and the financing lawyer, and whether the advertising lawyer is likely to refer cases received through the advertisement to the financing lawyer.


(l)
If an advertising lawyer knows or should know at the time of an advertisement in the public media that a case or matter will likely be referred to another lawyer or firm, a statement of such fact shall be conspicuously included in such advertisement.

(m)
No motto, slogan or jingle that is false or misleading may be used in any advertisement in the public media.


(q)
If these rules require that specific qualifications, disclaimers, or disclosures of information accompany communications concerning a lawyer’s services, the required qualifications, disclaimers, or disclosures must be presented in the same manner as the communication and with equal prominence.

(r)
A lawyer who advertises on the internet must display the statements and disclosures required by Rule 7.04.

Texas Disciplinary Rules of Professional Conduct – Rule 7.07
 Filing Requirements for Public Advertisements and Written, Recorded, Electronic, or Other Digital Solicitations

(a)
Except as provided in paragraphs (c) and (e) of this Rule, a lawyer shall file with the Advertising Review Committee of the State Bar of Texas, no later than the mailing or sending by any means, including electronic, of a written, audio, audio-visual, digital or other electronic solicitation communication:

(1) 
a copy of the written, audio, audio-visual, digital, or other electronic solicitation communication being sent or to be sent to one or more prospective clients for the purpose of obtaining professional employment, together with a representative sample of the envelopes or other packaging in which the communications are enclosed;
(2) 
a completed lawyer advertising and solicitation communication application; and
(3) 
a check or money order payable to the State Bar of Texas for the fee set by the Board of Directors. Such fee shall be for the sole purpose of defraying the expense of enforcing the rules related to such solicitations.


(b)
Except as provided in paragraph (e) of this Rule, a lawyer shall file with the Advertising Review Committee of the State Bar of Texas, no later than the first dissemination of an advertisement in the public media, a copy of each of the lawyer’s advertisements in the public media.  The filing shall include:
(1) 
a copy of the advertisement in the form in which it appears or will appear upon dissemination, such as a videotape, audiotape, DVD, CD, a print copy, or a photograph of outdoor advertising;
(2) 
a production script of the advertisement setting forth all words used and describing in detail the actions, events, scenes, and background sounds used in such advertisement together with a listing of the names and addresses of persons portrayed or heard to speak, if the advertisement is in or will be in a form in which the advertised message is not fully revealed by a print copy or photograph;
(3) a statement of when and where the advertisement has been, is, or will be used;
(4) 
a completed lawyer advertising and solicitation communication application form;  and
(5) 
a check or money order payable to the State Bar of Texas for the fee set by the Board of Directors. Such fee shall be for the sole purpose of defraying the expense of enforcing the rules related to such advertisements.


(c)
Except as provided in paragraph (e) of this Rule, a lawyer shall file with the Advertising Review Committee of the State Bar of Texas no later than its first posting on the internet or other comparable network of computers information concerning the lawyer’s or lawyer’s firm’s website.  As used in this Rule, a “website” means a single or multiple page file, posted on a computer server, which describes a lawyer or law firm’s practice or qualifications, to which public access is provided through publication of a uniform resource locator (URL).  The filing shall include:
(1) 
the intended initial access page of a website;
(2) 
a completed lawyer advertising and solicitation communication application form and;
(3)
a check or money order payable to the State Bar of Texas for the fee set by the Board of Directors. Such fee shall be for the sole purpose of defraying the expense of enforcing the rules related to such websites.

(d)
A lawyer who desires to secure an advance advisory opinion, referred to as a request for pre-approval, concerning compliance of a contemplated solicitation communication or advertisement may submit to the Lawyer Advertising Review Committee, not less than thirty (30) days prior to the date of first dissemination, the material specified in paragraph (a) or (b) or the intended initial access page submitted pursuant to paragraph (c), including the application form and required fee; provided however, it shall not be necessary to submit a videotape or DVD if the videotape or DVD has not then been prepared and the production script submitted reflects in detail and accurately the actions, events, scenes, and background sounds that will be depicted or contained on such videotapes or DVDs, when prepared, as well as the narrative transcript of the verbal and printed portions of such advertisement.  If a lawyer submits an advertisement or solicitation communication for pre-approval, a finding of noncompliance by the Advertising Review Committee is not binding in a disciplinary proceeding or disciplinary action, but a finding of compliance is binding in favor of the submitting lawyer as to all materials actually submitted for pre-approval if the representations, statements, materials, facts, and written assurances received in connection therewith are true and are not misleading.  The finding of compliance constitutes admissible evidence if offered by a party.

(e)
The filing requirements of paragraphs (a), (b), and (c) do not extend to any of the following materials, provided those materials comply with Rule 7.02(a) through (c) and, where applicable, Rule 7.04(a) through (c):
(1) 
an advertisement in the public media that contains only part or all of the following information:

(i) 
the name of the lawyer or firm and lawyers associated with the firm, with office addresses, electronic addresses, telephone numbers, office and telephone service hours, telecopier numbers, and a designation of the profession such as “attorney,” “lawyer,” “law office,” or “firm”;
(ii) 
the particular areas of law in which the lawyer or firm specializes or possesses special competence;
(iii) 
the particular areas of law in which the lawyer or firm practices or concentrates or to which it limits its practice;
(iv) 
the date of admission of the lawyer or lawyers to the State Bar of Texas, to particular federal courts, and to the bars of other jurisdictions;
(v) 

technical and professional licenses granted by this state and other recognized licensing authorities; foreign language ability;
(vii)
fields of law in which one or more lawyers are certified or designated, provided the statement of this information is in compliance with Rule 7.02(a) through (c);
(viii) identification of prepaid or group legal service plans in which the lawyer participates;
(ix) 
the acceptance or non-acceptance of credit cards;
(x) 
any fee for initial consultation and fee schedule;
(xi) 
other publicly available information concerning legal issues, not prepared or paid for by the firm or any of its lawyers, such as news articles, legal articles, editorial opinions, or other legal developments or events, such as proposed or enacted rules, regulations, or legislation;
(xii) 
in the case of a website, links to other websites;
(xiii) 
that the lawyer or firm is a sponsor of a charitable, civic, or community program or event, or is a sponsor of a public service announcement;
(xiv) 
any disclosure or statement required by these rules; and
(xv) 
any other information specified from time to time in orders promulgated by the Supreme Court of Texas.  
(2) 
an advertisement in the public media that:
(i) identifies one or more lawyers or a firm as a contributor to a specified charity or as a sponsor of a specified charitable, community, or public interest program, activity, or event; and
(ii) contains no information about the lawyers or firm other than names of the lawyers or firm or both, location of the law offices, and the fact of the sponsorship or contribution;
(3) 
a listing or entry in a regularly published law list;
(4) 
an announcement card stating new or changed associations, new offices, or similar changes relating to a lawyer or firm, or a tombstone professional card;
(5) 
in the case of communications sent, delivered, or transmitted to, rather than accessed by, intended recipients, a newsletter, whether written, digital, or electronic, provided that it is sent, delivered, or transmitted mailed only to 

(i) 
existing or former clients;
(ii) 
other lawyers or professionals; or
(iii) 
members of a nonprofit organization that meets the following conditions: the primary purposes of the organization do not include the rendition of legal services; the recommending, furnishing, paying for, or educating persons regarding legal services is incidental and reasonably related to the primary purposes of the organization; the organization does not derive a financial benefit from the rendition of legal services by a lawyer; and the person for whom the legal services are rendered, and not the organization, is recognized as the client of the lawyer who is recommended, furnished, or paid by the organization;
(6) 
a solicitation communication that is not motivated by or concerned with a particular past occurrence or event or a particular series of past occurrences or events, and also is not motivated by or concerned with the prospective client’s specific existing legal problem of which the lawyer is aware;
(7) 
a solicitation communication if the lawyer’s use of the communication to secure professional employment was not significantly motivated by a desire for, or by the possibility of obtaining, pecuniary gain; or
(8) 
a solicitation communication that is requested by the prospective client.

(f) 
If requested by the Advertising Review Committee, a lawyer shall promptly submit information to substantiate statements or representations made or implied in any advertisement in the public media and/or written solicitation communication by which the lawyer seeks paid professional employment.


Interpretive Comment 17 adopted by the Advertising Review Committee also clarifies that “a lawyer or law firm’s listing on a web-based directory that is accessible by the public shall be exempt from the filing requirements of Rule 7.07 if it meets the requirements of 7.07(e)(1).”


The Advertising Review Committee and the Advertising Review Department have supported the use of new technology by Texas lawyers.  Attorneys can include their true and factual educational background in their social media profiles without triggering a filing requirement.


Using social media to build and enhance relationships and to engage in discussions about topics of interest can be distinguished from advertisement or solicitation.  A different conclusion would be reached, however, if a lawyer’s profile said, “Call me if you have been injured,” and set forth prior successes. 


If you still are not comfortable, go ahead and file your profile with the Advertising Review Department.  They report that they have received filings of LinkedIn profiles from a few lawyers. Under Rule 7.07(d), if a lawyer submits an advertisement or a solicitation communication for pre-approval, a finding of compliance is binding in the lawyer’s favor.


To assist lawyers advertising in the public media or soliciting prospective clients, the Advertising Review Committee has adopted the use of Interpretive Comments.  The Interpretive Comments are designed to establish objective means for staff members to review advertisements or solicitation communications to determine if they comply with Part VII of the Texas Disciplinary Rules of Professional Conduct.  (Dates in parentheses below indicate date of original publication in the Texas Bar Journal.)

The Internet and Similar Services Including Home Pages (March 1996, revised May 2003, revised March 2010)  An advertisement or solicitation communication remains subject to the rules regardless of the media used. Thus, Part VII of the Texas Disciplinary Rules of Professional Conduct applies to information disseminated digitally via the Internet – whether by

website, social media site, blog, or any other form of digital media.  If the contents of any such communication: (1) address the qualifications or the services of any lawyer or firm; (2) are not exempt under Rule 7.07(e) and; (3) are generally available to the public, the communicating attorney must file the electronic communication with the Advertising Review Committee.


A.  Websites.  Of the pages of a website subject to these rules, many may be accessible without use of the site’s own navigational tools.  Of those pages, for the purpose of this Interpretative Comment, the “intended initial access page” is the page of the file on which navigational tools are displayed or, in the case that navigational tools are displayed on several pages, the page which provides the most comprehensive index capability on the site. The intended initial access page of a lawyer or law firm’s website shall include:

1. the name of the lawyer or law firm responsible for the content of the site;

2. if areas of law are advertised or claims of special competence are made on the intended initial access page or elsewhere on the site, a conspicuously displayed disclaimer regarding such claims in the language prescribed at Rule 7.04(b); and
3. the geographic location (city or town) in which the lawyer or law firm’s principal office is located. Publication of a link to a separate page bearing the required disclaimer or information required by Rule 7.04(b) does not satisfy this requirement.


B.  Web-Based Display/Banner Ads.  The content of a web-based display or banner ad, whether viewed independently or in conjunction with the page or pages reached by a viewer through links offered by the ad (“target page”), will be viewed in conjunction with the target page. 


C.  Web-Based Directories.  A lawyer or law firm’s listing on a web-based directory that is accessible by the public shall be exempt from the filing requirements of Rule 7.07 if it meets the requirements of 7.07(e).


D.  Internet Domain Names.  Rule 7.01 prohibits lawyers and law firms from advertising or practicing under a trade name or a name that is false and misleading.  Therefore, an Internet domain name or URL may not be used as the name under which a lawyer or firm does business. A domain name that is a reasonable variation of the law firm name as permitted under Rule 7.01 or that is a description of the lawyer or law firm may be used as a locater or electronic address only if such use does not violate the provisions of 7.02.


E.  Records Retention.  A printed copy of the electronic communication including, where applicable, the intended initial access page, profile page, web-based display/banner ads and/or target age are subject to the retention requirements of Rule 7.04(f). 


F.  Filing Requirements.  Electronic communications described in this interpretative comment are advertisements in the public media subject to the filing requirements of Rule 7.07 unless exempt there under.  It is the responsibility of the communicating attorney or law firm to demonstrate that any particular online communication need not be filed with the Committee. 


G.  Compliance.   Regardless of the form of the electronic communication described in this Interpretive Comment, the content, including words, sounds and images, shall conform to the requirements of Part VII of the TDRPC. 


Providing legal information involves discussion of legal principles, trends, and considerations – the kind of information one might give in a speech or newspaper article, for example.  Providing legal advice, on the other hand, involves offering recommendations tailored to the unique facts of a particular person’s circumstances.  Thus, in discussing legal information, lawyers should be careful to emphasize that it is intended as general information only, which may or may not be applicable to an individual’s specific situation.

These same principles should apply to social media communications. 


Unauthorized Practice of Law.  A lawyer whose social media practices put her at risk of forming attorney-client relationships is, by extension, at risk of committing unauthorized practice of law (“UPL”).  The borderless nature of the Internet makes it easy to communicate with people all over the country and the world.  An attorney might not know where all of her social media contacts are located. Although the Internet is global, however, “the practice of law is still bound by jurisdictional limits.”  All U.S. jurisdictions have Rules and, in  some cases, criminal statutes that prohibit lawyers from practicing law where they are not licensed.  The same precautions that help lawyers avoid forming inadvertent relationships should protect them from inadvertently committing UPL.  As noted above, lawyers should refrain from providing legal advice or answering specific questions posted by social media connections.  Lawyers should also be careful not to hold themselves out as being available or willing to practice law outside the jurisdictions where they are licensed.

3.
CREDIT CARDS

Both the State Bar of Texas and the American Bar Association Standing Committee on Ethics and Professional Responsibility have previously ruled that using credit cards in payment of legal fees is acceptable. See Texas Professional Ethics Committee Opinion 349 (October 1969).  

What if a client asks for time before the credit card is charged?  

Suppose the client is to be given the opportunity to pay by some other means during the first 30 days after the invoice is submitted.  Only if the client does not pay within 30 days is the client’s credit card charged.  Rule 1.04(a) of the Texas Disciplinary Rules of Professional Conduct states in part:  “A lawyer shall not enter into an arrangement for, charge, or collect an illegal fee or unconscionable fee.”  If the fee charged otherwise complies with the Texas Disciplinary Rules of Professional Conduct and any applicable requirement for court approval of the fee, then there is nothing inherently illegal or unconscionable about the arrangement as stated.  Because the facts in this opinion involve charging the client’s credit card after the legal services have been performed, it is permissible for the funds received under the credit card payment arrangement to go into the lawyer’s operating account.



A different rule applies if the client disputes the fee.  It is not permissible for a credit card payment arrangement to negate the requirement that an attorney hold disputed funds separately.


If such a dispute exists, the lawyer may charge the client’s credit card for the disputed amount but the lawyer may not place that amount in his operating account.


A. 
You have a small real estate and probate practice, and you accept credit cards for payment of legal fees. At the end of the month, you are checking the payments received from the credit card company and find a discrepancy between the amount for which you billed and the sum received from the company.  Upon closer inspection, you realize that pursuant to your contract with the company, it has deducted a percentage of the amount charged on the card as a service charge.  Can you ask the client to shoulder some of these fees?  Yes, if it is made clear to the client and the client agrees.  

B. 
You have been retained to defend a client in a civil matter. In these types of matters, you typically require a $5,000.00.00 retainer against fee charges that you deposit into your client trust account. The client wishes to pay the retainer using his credit card.  What, if any, ethics issues are implicated if you accept payment via credit card?  You must create a separate account for retainer charges and clearly word it as such.  In fact, the Internal Revenue Service insists that credit card accounts match the name of the banking account exactly.  

More recent state bar opinions reflect the increasing use of credit cards for all manner of purchases and tend to view the allocation of credit card fees and service charges as a matter of agreement between the lawyer and client.


The North Carolina Ethics Committee mandated that the firm’s managing lawyers educate themselves frequently and regularly about Internet security risks and best online banking practices when using online banking.  Safety measures available to the firm include using strong password policies, encryption and security software; hiring a technology expert for advice; and making sure relevant firm members and staffers are trained on and are abiding by the security procedures.


Trust accounts; chargebacks.  Payment of advance fees by credit card could put a lawyer in the position of having a credit card company seek to carry out a credit “chargeback” against the lawyer’s trust account in the event that the client disputed the fee. This type of activity could easily upset the accounting requirements of the trust account or even leave the account unable to honor checks written for other purposes.  See District of Columbia Bar Legal Ethics Commission Opinion 348 (2009).  If a credit card is used in this fashion, the committee added, the lawyer must ensure that under no circumstances can the credit card company invade her trust account.

The lawyer should try to reach an agreement with the bank that chargebacks would only come out of his business account.  If this was not possible, then the lawyer should have a system in place that would automatically replenish the funds removed from the trust account from the lawyer’s business account.  “However it is ultimately handled, the lawyer is ethically bound to ensure that any chargebacks that jeopardize client funds in trust are promptly covered with the lawyer’s own funds.”

4.
E-DISCOVERY

Peter Partner, a successful lawyer who has been practicing for more than 30 years, has mastered the use of computers for word processing and e-mail, but he is not at all comfortable with “all this new-fangled technology,” and he has no knowledge of the inner workings of computers. While on a lunch break during a deposition at opposing counsel’s office, he requested and was granted permission to use a private office and computer to catch up on some work.  Peter typed a “memo to file” in which he discussed confidential client matters and analyzed the weaknesses in his client’s case; saved it onto his flash drive, which he carries on his pocket key chain; and carefully erased the memo from the computer, believing he had eliminated all traces of the file on opposing counsel’s computer.  Nope.

As a preliminary matter, it is important to note that the Federal Rules of Civil Procedure do impose a duty of technological competence with respect to electronic discovery.  Aside from the duty of competence in federal discovery practice, however, there is no general agreement among ethics experts with respect to whether, and to what extent, the duty of competence encompasses a lawyer’s obligation to become technologically proficient.  While some American jurisdictions address the issue in terms of potential breaches of confidentiality and related duties of competence regarding the safekeeping of client files, others have recognized or suggested that there is a duty of competence entirely distinct from the duty of confidentiality.  Massachusetts, which apparently has taken a more expansive view of the duty of competence in handling technology, has joined those jurisdictions that apply the duty of technological competence beyond the context of confidential communications.

See ABA Center for Continuing Legal Education, Ethical Issues in E-Discovery, 1‑4 (2008). “A lawyer must understand the rules of discovery and a client’s IT systems.”  Id. At 1. This includes an ability to identify electronically stored information (ESI) that must be produced for the purposes of making and responding to document requests, as well as the associated costs.  Id.  The report also mentions duties of competence extending to knowledge regarding various file formats, sources of electronic data, and basic information on how a computer operates. Id. At 2.  This duty is not an empty obligation; a number of cases reaffirm that failure to understand electronic discovery can result in sanctions.  Similarly, the Arizona Ethics Committee ruled that it is not unethical to store confidential information on Internet-accessible computers, but that the attorney must take “competent and reasonable steps” to protect against disclosure.  See Ariz. Op. 05-04 (2005) (Electronic Storage; Confidentiality); accord Colo. Eth. Op. 119 (2008) (Disclosure, Review, and Use of Metadata).  Expressly citing the duty of competence, the committee stated that proper protection of data requires that “an attorney must be competent to evaluate the nature of the potential threat to the client electronic files and to evaluate and deploy appropriate computer hardware and software to accomplish that end.” Id. 

Alternatively, if a lawyer does not have such competence, she may fulfill her duty by retaining an expert who does. Id. 
 

Although the language of American Bar Association Rule 1.01 focuses on legal rather than technical skills, courts have made clear that lawyers must have at least some technical knowledge to participate in the discovery process.  This “technical knowledge” requirement is emphasized in the recently amended Federal Rules of Civil Procedure that require counsel to (a) provide opposing counsel with a description and the location of electronically stored information in a party’s initial disclosures; (b) confer with opposing counsel about disclosure and discovery of electronically stored information; and (c) distinguish between what is “reasonably accessible” electronically stored information and what is not. Under the Federal Rules, counsel shares with the client responsibility for compliance with the electronic discovery rules.

Lawyers who are unwilling or unable to develop the technical knowledge necessary to meet these requirements should associate with a lawyer who is. 


See e.g., Zubulake v. UBS Warburg LLC (Zubulake V), 229 F.R.D. 422, 432 (S.D.N.Y. 2004) (“[C]ounsel must become fully familiar with her client’s document retention policies, as well as the client’s data retention architecture.”).  See FED.R.CIV.P. 26(a)(1), (b) & (f). 


American Bar Association Rule 3.03 (candor toward the tribunal) is also implicated by the technical knowledge requirement to the extent the lawyer participating in discovery makes representations to the court concerning  the client’s technical information and documents.  Yet, while counsel must have sufficient knowledge about how a client maintains electronically stored information to participate in discovery, this does not mean counsel must become a technical expert on all aspects of the client’s computer technology.  Often, neither counsel nor the court will have sufficient technical knowledge to understand the systems at issue.


Because the mechanics involved in the discovery of ESI present challenges unknown in traditional paper discovery, lawyers must be sure they have the ability to perform these tasks competently.  When dealing with ESI, lawyers must oversee the electronic collection, processing, attorney review, and production of the data.  Often a vendor is employed to collect and/or process the data prior to attorney review of the materials.  Also, as the volume of ESI for attorney review increases exponentially, many lawyers are turning to contract lawyers to assist in that review.  When either vendors or contract lawyers are employed, lawyers should keep in mind their supervisory obligations under the Rules.

5.
CLOUD COMPUTING

Broadly defined, cloud computing (or "Software as a Service") refers to a category of software that's delivered over the Internet via a Web browser (like Internet Explorer) rather than installed directly onto the user's computer.  The cloud offers certain advantages in terms of minimal upfront costs, flexibility and mobility, and ease of use.  Because cloud computing  places data – including client data – on  remote servers outside of the lawyer’s direct control, it has given rise to some concerns regarding its acceptability under applicable ethics rules.

	Jurisdiction
	Permitted
	Standard
	Specific Requirements or
Recommendations

	ALABAMA
Opinion 2010-02
	Yes
	Reasonable Care
	· Know how provider handles storage/security of data.

· Reasonably ensure confidentiality agreement is followed.

· Stay abreast of best practices regarding data safeguards.

	ARIZONA 

Opinion 09-04
	Yes
	Reasonable Care
	· “Reasonable security precautions,” including password protection, encryption, etc.

· Develop or consult someone with competence in online computer security.

· Periodically review security measures.

	CALIFORNIA
Opinion 2010-179
	Yes
	Reasonable Care
	· Evaluate the nature of the technology, available security precautions, and limitations on third-party access.

· Consult an expert if lawyer's technology expertise is lacking.

· Weigh the sensitivity of the data, the impact of disclosure on the client, the urgency of the situation, and the client's instructions.

	IOWA
Opinion 11-01
	Yes
	Reasonable Care
	· Ensure unfettered access to your data when it is needed, including removing it upon termination of the service.

· Determine the degree of protection afforded to the data residing within the cloud service.

	MAINE
Opinion 194
	Yes
	Reasonable Care
	· Vendor and possibly its employees should have an enforceable obligation to maintain confidentiality.

· Vendor should notify if there’s any type of breach.

· Data should be transmitted to the vendor in a secure fashion.

	MASSACHUSETTS
Opinion 12-03 
	Yes
	Reasonable Care
	· Review (and periodically revisit) terms of service, restrictions on access to data, data portability, and vendor's security practices.

· Follow clients’ express instructions regarding use of cloud technology to store or transmit data.

· For particularly sensitive client information, obtain client approval before storing/transmitting via the internet.

	NEW HAMPSHIRE
Opinion #2012-13/4
	Yes
	Reasonable Care
	· Have a basic understanding of technology and stay abreast of changes, including privacy laws and regulations.

· Consider obtaining client's informed consent when storing highly confidential information.

· Delete data from the cloud and return it to the client at the conclusion of representation or when the file must no longer be preserved.

· Make a reasonable effort to ensure cloud providers understand and act in a manner compatible with a lawyer's professional responsibilities.

	NEW JERSEY
Opinion 701
	Yes
	Reasonable Care
	· Vendor must have an enforceable obligation to preserve confidentiality and security.

· Use available technology to guard against foreseeable attempts to infiltrate data..

	NEW YORK
Opinion 842
	Yes
	Reasonable Care
	· Vendor must have an enforceable obligation to preserve confidentiality and security, and should notify lawyer if served with process for client data.

· Use available technology to guard against foreseeable attempts to infiltrate data.

· Investigate vendor security practices and periodically review to be sure they remain up-to-date.

· Investigate any potential security breaches or lapses by vendor to ensure client data was not compromised.

	NEVADA
Opinion 33
	Yes
	Reasonable Care
	· Chose a vendor that can be reasonably relied upon to keep client information confidential.

· Instruct and require the vendor to keep client information confidential.

	NORTH CAROLINA
2011 Formal Ethics Opinion 6
	Yes
	Reasonable Care
	· Review terms and policies, and if necessary re-negotiate, to ensure they're consistent with ethical obligations.

· Evaluate vendor's security measures and backup strategy.

· Ensure data can be retrieved if vendor shuts down or lawyer wishes to cancel service.

	OREGON
Opinion 2011-188
	Yes
	Reasonable Care
	· Ensure service agreement requires vendor to preserve confidentiality and security.

· Require notice in the event that lawyer's data is accessed by a non-authorized party.

· Ensure adequate backup.

· Re-evaluate precautionary steps periodically in light of advances in technology.

	PENNSYLVANIA
Opinion 2011-200
	Yes
	Reasonable Care
	· Exercise reasonable care to ensure materials stored in the cloud remain confidential.

· Employ reasonable safeguards to protect data from breach, data loss, and other risk.

· See full opinion for 15 point list of possible safeguards.

	VERMONT
Opinion 2010-6
	Yes
	Reasonable Care
	· Take reasonable precautions to ensure client data is secure and accessible.

· Consider whether certain types of data (e.g. wills) must be retained in original paper format.

· Discuss appropriateness of cloud storage with client if data is especially sensitive (e.g. trade secrets).


6.
METADATA

Metadata is loosely defined as “data about data.”  More specifically, the term refers to the embedded stratum of data in electronics file that may include such information as who authored a document, when it was created, what software was used, any comments embedded within the content, and even a record of changes made to the document.  While metadata is often harmless, it can potentially include sensitive, confidential, or privileged information.  As such, it presents a serious concern for attorneys charged with maintaining confidentiality – both their own and their clients. Professional responsibility committees at several bar associations around the country have weighed in on attorneys’ ethical responsibilities regarding metadata, but the opinions vary significantly.


Using Radar Detectors: Searching Metadata Although the Texas Rules do not currently prohibit lawyers from obtaining metadata from documents they receive, some jurisdictions do.  A recent American Bar Association Ethics opinion addressed whether it was ethical for lawyers to search documents produced by opposing counsel for hidden metadata such as changes made to settlement proposal in a Word document or formulas used to prepare a spreadsheet of damages calculations.  Although the opinion did not encourage lawyers to use such methods to obtain information, the opinion concluded that doing so did not violate ethical rules.  The opinion concluded that the Model Rule “requires only that a lawyer who receives a document relating to the representation of the lawyer’s client and who knows or reasonably should know that the document was inadvertently sent shall promptly notify the sender. The Rule does not require refraining from reviewing the materials or abiding by instructions of the sender.”

Metadata Ethics Opinions

	Jurisdiction/ Source
	What is the Sender's Duty When 
Transmitting 
Metadata?
	May the Recipient Review or "Mine" Metadata?
	Must the Recipient Notify Sender if Metadata is Found?

	Alabama
	Reasonable Care
	No
	Not Addressed

	Arizona
	Reasonable Care
	No
	Yes

	Colorado
	Reasonable Care
	Yes
	Yes

	Florida
	Reasonable Care
	No
	Yes

	Maine
	Reasonable Care
	No
	Not Addressed

	Maryland
	Reasonable Care
	Yes
	No

	Minnesota
	Reasonable Care
	Fact Specific
	Yes

	Mississippi
	Reasonable Care
	No
	Not Addressed

	New Hampshire
	Reasonable Care
	No
	Yes

	New York
	Reasonable Care
	No
	Yes

	North Carolina
	Reasonable Care
	No
	Yes

	Oregon
	Reasonable Care
	Yes
	No

	Pennsylvania
	Reasonable Care
	Case-by-Case
	Yes

	Vermont
	Reasonable Care
	Yes
	Yes

	Washington
	Reasonable Care
	Yes
	Yes

	Washington, D.C.
	Reasonable Care
	No
	Yes

	West Virginia
	Reasonable Care
	No
	Yes

	Wisconsin
	Reasonable Care
	Yes
	Yes

	
	
	
	


7.
BLOGS

Blogs usually consist of commentary or educational information, rather than advertisements and  solicitations; therefore they would not trigger a filing requirement. Comment 6 to Rule 7.07 references the intention of the advertising rules to “protect the first amendment rights of lawyers while ensuring the right of the public to be free from misleading advertising and the right of the Texas legal profession to maintain its integrity.”  Comment 1 to Rule 7.02 clarifies that the rules “are not intended to affect other forms of speech by lawyers, such as political advertisements or political commentary.” 


“Attorneys who use blogs effectively are using them to communicate information that is either editorial or informational in its nature and its tone.”  That sort of blog, as long as it’s editorial or informative or educational, would be exempt from filing requirements.”
 

Hunter v. Virginia State Bar (2011) has brought the subject of legal blogs to the forefront.  The case is “the first time in which a legal blog has been challenged under the Rules of Professional Conduct in relation to advertising restrictions,” says Micah Buchdahl, President of the law marketing consultancy HTMLawyers.


The lawsuit involves Horace Hunter, of Hunter & Lipton, who maintains a blog on his firm’s website.  Hunter blogs about news that is critical to the criminal-justice system and noteworthy cases his firm has won.


“I received a letter from the ethics counsel of the Virginia State Bar saying that I was advertising cumulative case results, and I needed to have a disclaimer on my blog.”  


Hunter responded by saying that the blog was not an advertisement and that the bar should closely look at its content.


The problem is that the content of the blog on its face is pure political speech. It’s not commercial speech, and the Virginia State Bar cannot regulate it.”  But the bar took the position that his blog is “still self-publicity – you’re still marketing yourself,” Hunter says.


A three-judge panel heard Hunter’s case in the Portsmouth Circuit Court in Virginia and upheld the determination that Hunter violated Virginia State Bar Rule 7.1 and Rule 7.2 regarding communication about a lawyer’s services and advertising by not having a disclaimer.


Remember that a blog is a website, and a website falls under the Rules of Professional Conduct as they refer to advertising and marketing issues.
  

Blabbing about client information online can be a costly mistake. A notorious example involved Illinois public defender, Kristine Ann Peshek, who posted detailed blog entries about several of her cases in 2007 and 2008.  She referred to her clients either by first name, a derivative of their first name, or their jail identification number.  In one post, she wrote “[t]his stupid kid is taking the rap for his drug-dealing dirt bag of an older brother because ‘he’s no snitch.’”  In another, she wrote “‘Dennis,’ the diabetic whose case I mentioned in Wednesday’s post, did drop as court ordered, after his court appearance . . . . Guess what?  It was positive for cocaine.  He was standing there in court stoned, right in front of the judge . . . swearing he was clean.”  Ms. Peshak was charged with improper disclosure of client confidential information and received a 60 day suspension in Illinois and reciprocal discipline in Wisconsin.  Although the  disciplinary consequences were relatively light, the professional fallout was more significant.  Not only was Ms. Peshek fired from her job of 19 years, but her name will forever be associated with this embarrassing incident.


Another case that received significant media attention concerned a Florida lawyer, Sean Conway, who agreed to a public reprimand for posting negative comments online about a judge.  
See John Schwartz, A Legal Battle: Online Attitude vs. Rules of the Bar, N.Y. Times, Sept. 9, 2009.   Frustrated with what he viewed as the judge’s biased attitude against criminal defendants, Conway posted a blog entry calling her an “evil, unfair witch” with an “ugly condescending attitude,” who was “clearly unfit for her position” and “seemingly mentally ill.”  The Florida Supreme Court upheld the sanction, a public reprimand, holding that Mr. Conway’s comments were not protected by the First Amendment. 

And a lawyer in California received a 45 day suspension after posting blog entries disparaging a judge and defendant while serving as a juror.

Never communicate a false statement or post disparaging comments.  


Attorneys should treat online discussion groups and chat rooms the same way they treat offline legal seminars for lay people.  In other words, an attorney should avoid answering specific legal questions “unless the question presented is of a general nature and the advice given is not fact specific.”  For similar reasons, lawyers should exercise caution when using social media to discuss sensitive client matters.  Any blog or social media posting should also contain a clear and conspicuous disclaimer to prevent misunderstandings.  These notices “should disclaim the existence of an attorney-client relationship, except on express agreement from the lawyer, and caution prospective clients not to send a lawyer confidential information, without confirmation of an agreement to undertake representation.”  Lawyers can also use “click-wrap” disclaimers, also known as “click-through” disclaimers, which require readers to acknowledge their understanding that the communication does not form an attorney-client relationship by clicking “accept” prior to accessing the website.

Ethics opinions recommend using “click though” disclaimers stating that the website content does not constitute legal advice and that no attorney-client relationship is formed as a result of any communications that occur through the website. (use of a “disclaimer may not necessarily serve to shield Law Firm from a claim that an attorney-client relationship was in fact established by reason of specific online communications”).
  

As one example of a “click-wrap” disclaimer:  By clicking “accept” you agree that our review of the information contained in e-mail and any attachments that you submit in a good faith effort to retain us will not preclude any lawyer in our firm from representing a party in any matter where that information is relevant, even if that information is highly confidential and could be used against you, unless that lawyer has actual knowledge of the content of the e-mail.  We will otherwise maintain the confidentiality of your information.

8.
FACEBOOK/TWITTER/AVVO.COM/YOUTUBE/INSTAGRAM/LINKEDIN
A.
FACEBOOK


Facebook has become a minefield full of dangers for both lawyers and judges.


Many judges report incidences where lawyers make statements in court that do not appear to align with their recent Facebook status updates.  For example, Judge Susan Criss of Galveston recounted to an ABA audience that a lawyer who had friended her on Facebook posted a string of Facebook updates about drinking and partying.  Then the lawyer told Judge Criss in court that she needed a continuance because her father had passed away.


Clients also may compromise their cases by posting information about themselves on social media.  Indeed, attorneys report that Facebook often contains treasure troves of evidence.

Ethics opinions to date generally indicate that if an individual's information is on a public page, then the page is fair game to be viewed and used by anyone.


In a Virginia case, there was a tragic accident in which a cement truck destroyed the car of a young married couple.  The woman died, her husband survived.  A lawsuit ensued, and took a surprising turn when counsel for the truck driver sent the husband’s at​torney a picture of the supposedly be​reaved widower, taken shortly after his wife’s death and posted on Facebook, clutching a beer at a social gathering and wearing a T-shirt with the legend “I love hot moms.”

The man's astonished attorney instructed his paralegal to have the client “clean up” his Facebook page because “we don't want blowups of this stuff at trial” – a comment revealed later in an e-mail stream.  The widower closed his Facebook account.  Responding in writing to a request from the defense, he asserted that he did not have a Facebook page “on the day this is signed,” without denying or confirming that an account had existed previously.


But defense counsel then compelled discovery of the closed Facebook account.  The widower reactivated his page and deleted sixteen photos, an act of which the trial court in Charlottesville, Virginia, was later made aware.  Although the widower and his attorney ultimately won the wrongful death case and received a $4.4 million verdict, they were ordered to pay $722,000.00 in sanctions to the defendants’ lawyers because of the extra work incurred by their “deceptive response” in the Facebook matter, as well as other misconduct.  The judge also alerted the Virginia Bar to the defense lawyer’s conduct and referred the widower's duplicity about his Facebook account to the state attorney’s office.


Consistent with the rules, ethics opinions have held that an attorney is prohibited from sending a “friend request” to a witness without identifying himself accurately and explaining his reason for contacting the person. In any case, under well-established ethics rules, an attorney is not allowed to contact an opposing party who is represented by counsel.  Thus, an attorney may not send a friend request to a represented opposing party, regardless of whether the attorney has identified himself. Similarly, because ethics rules prohibit attorneys from contacting jurors, attorneys may not ask jurors to be friends on social media sites.


A Philadelphia Bar Association opinion dealt with an attorney inquiry about the ethics of contacting a witness in a case via social networking, but without disclosing who he was or by using a paralegal to contact the witness. 
  The bar association said no.   Attorneys cannot deceive or misrepresent who they are in any context of forum.

Several state Bars have opined that judges may be online friends with lawyers as long as they do not discuss cases that are both pending before the judge and in which the “friending” lawyer is a participant.


One notorious example of a social media mistake involved a public defender, Anya Cintron Stern, who posted a photo of her client’s leopard print underwear on her Facebook page.  The client’s family had brought fresh clothes to the defendant during his murder trial and, while a corrections officer was inspecting the clothes, Ms. Stern took a photo of the briefs with her cell phone.  She posted the photo during a break in the proceedings, along with the comment that her client’s family believed it was “proper attire for trial.”  The incident evidently came to light when someone in Ms. Stern’s Facebook network reported it to the judge.  The judge declared a mistrial and Ms. Stern was fired from her job as a public defender.  Although she had set her Facebook privacy settings to “friends” only, that precaution did not shield her from public scrutiny.  Once you put something on the Internet, you lose control over where it goes and who can see it.


For example, in the Public Reprimand of B. Carlton Terry, Jr., the North Carolina Judicial Standards Commission held that a judge’s Facebook communication with an attorney involved in a pending child custody case violated North Carolina’s ethical rules.  In that case, Judge Terry and the defendant’s attorney became Facebook friends.  The attorney later posted “how do I prove a negative” on Judge Terry’s Facebook wall.  Judge Terry responded by posting, among other things, that the judge had “two good parents to choose from and Terry feels that he will be back in court.”  The attorney responded by posting “I have a wise judge” on the Judge’s Facebook wall.  The judge also conducted ex parte research on the mother by reviewing her website and searching for her on a search engine.  Judge Terry later disqualified himself, but the Commission still reprimanded him because he “had ex parte communications with counsel for a party in a matter being tried before him.” 

First, may a judge be “friends” with a litigant in a pending case before that judge?  While there seems to be clarity on the question of whether a judge may have a social media account – the answer being yes – states have varied on the question of whether a social media “friendship” between a presiding judge and a litigant creates an apparent bias. Florida’s rule is an example of a strict interpretation on one end of the spectrum.   In Florida, a judge may not preside over a case where he is Facebook friends with an attorney representing either of the parties.  Domville v. Florida (Fla. App. 2012).  In Domville, for example, a prosecutor and a trial judge were Facebook friends.  Petitioner Pierre Domville challenged the judge’s ability to be “fair and impartial” and motioned to disqualify that judge from his case based on this social media “friendship.”  The trial judge denied the motion.

The Florida Court of Appeals agreed with Domville, quashing the trial judge’s holding with instructions on remand.  The court reasoned that “Domville has alleged facts that would create in a reasonably prudent person a well-founded fear of not receiving a fair and impartial trial.”  The court relied on the Florida Judicial Ethics Advisory Committee opinion, which prohibited “a judge from both adding lawyers who appear before the judge as ‘friends’ on a social networking site and allowing such lawyers to add the judge as their ‘friend.’”  The court further reasoned that “when a judge lists a lawyer who appears before him as a ‘friend’ on his social networking page, this ‘reasonably conveys to others the impression that these lawyer ‘friends’ are in a special position to influence the judge.’”

Other states have followed Florida’s reasoning.  California, for example, has answered the question in the same way.

Similarly, in 2012, the Maryland Board stated that a judge’s social media “friendship” with an attorney involved in a pending case does not per se violate its Code of Judicial Ethics.  

A judge’s personal friendship with an attorney involved in a pending case does not per se disqualify that judge from the case, but that the personal friendship must be put on the record and disclosed to both sides’ attorneys.  The Maryland Board saw no difference with a Facebook friendship.

Second, a presiding judge’s bias may not be inferred solely from a Facebook friendship between the judge and the defendant’s girlfriend’s father.  Youkers v. Texas, (Tex. App. 2013).  In Youkers, defendant William Youkers appealed the revocation of his sentencing due in part to his allegation that the trial judge acted with bias during the trial.  Younkers claimed that the “[trial] judge’s Facebook friendship with the [F]ather created actual and apparent absence of impartiality.”  The Texas Court of Appeals denied Youkers’ argument, stating that “merely designating someone as a ‘friend’ on Facebook ‘does not show the degree of intensity of a judge’s relationship with a person.”  The court concluded that the parties’ Facebook statuses alone did not create an inference of impartiality, but the court required more information to determine whether the judge acted with an improper bias.  Based on the extent of the parties’ relationship and the lack of influence that the Father had in the case, the court rejected Youkers’ argument. 

According the Youkers case, the more attenuated the connection, the less likely it is that a judge must recuse himself from that case.
 
B.
TWITTER


Twitter, one of the fastest growing social media sites, is a free social networking and micro-blogging service that enables users to send and read each others‟ updates, known as “tweets.”  Because Twitter relies heavily on cell phone text message technology, these “tweets” are limited to 140 characters.  These tweets are displayed on the author’s profile page and are delivered to other users who have subscribed to the author’s messages by following the author’s account.


Electronic communication which is initiated in a “live, interactive manner” is covered by the TDRPC Comment 1 to Rule 7.03 specifically references chat rooms, and both Facebook and Twitter sometimes resemble chat room conversation.


For example, when someone tweeted that she just got a DUI, a lawyer responded to her: “If you are looking for a DUI lawyer, I can give you a big break on fees ... email me.”  Unless the lawyer already had the requisite prior relationship with the Twitterer, this contact may violate Rule 7.03 for a Texas lawyer.  On another occasion, a different person tweeted, “Just got out of the Cobb County jail. Anyone know a good inexpensive DUI lawyer?”  The foregoing response to this tweet would not violate Rule 7.03 because the Twitterer asked for a lawyer.


A research lawyer for a Kansas appeals court, Sarah Peterson Kerr, learned a Twitter lesson the hard way after posting several critical tweets about former Attorney General, Phill Kline during an ethics proceeding.  According to news reports, Kerr referred to Kline as a “naughty, naughty boy” and criticized his facial expressions during the hearing.  She tweeted “Why is Phil Klein (sic) smiling?” and “There is nothing to smile about, douchebag.”  She also predicted that Kline would be disbarred for seven years as a result of the ethics charges, which included misleading others during an investigation of abortion providers.  The following statement by Kerr after she was fired from her job encapsulates the flawed thinking behind social networking, “I didn’t stop to think that in addition to communicating with a few of my friends on Twitter I was also communicating with the public at large, which was not appropriate for someone who works for the court system. . . . I apologize that because the comments were made on Twitter – and thus public – that they were perceived as a reflection on the Kansas courts.”

Misguided tweeting also got Arizona attorney, Rachel Alexander, into hot water during  a disciplinary proceeding. Alexander had been suspended for six months and a day as a result of certain ethical violations she committed in her handling of a RICO lawsuit.  On appeal, the Arizona Supreme Court rejected Alexander’s argument that “remorse” for her conduct was a mitigating factor that should reduce her punishment.  The Court pointed to the fact that, during the disciplinary hearing, Alexander “posted to her personal website and published on her Twitter account another person’s column describing the disciplinary proceedings as ‘nothing but a trumped-up, meritless witch hunt’ that unfairly targeted Alexander for her conservative views.”   Based at least in part on her tweets, the Court held that “[r]easonable evidence supports the panel’s finding that Alexander is not remorseful.”

C.
YOUTUBE


If a lawyer’s YouTube video goes beyond strictly educational, informational or entertainment content, it constitutes advertising, subject to same rules that apply to television ads.  In Texas, merely including an attorney’s contact information on a purely educational video, without soliciting contact, does not constitute advertisement.


Attorney or law firm videos disseminated on video sharing websites such as YouTube, MySpace or Facebook that solicit legal services are considered public media advertisements and are required to be filed with the Advertising Review Committee, unless exempted by Rule 7.07(e), TDRPC.
 

The viral nature of social media can cause management headaches when, for example, partners at one major law firm learned that a lighthearted self-congratulatory song intended for firm ears only found its way onto a legal blog and then onto YouTube.

D.
INSTAGRAM/SNAPCHAT/FOURSQUARE

Photo-sharing sites can host photos that accidentally display confidential information such as evidence, trial materials, or personnel locations, while geomapping sites like Foursquare that publish users’ location information could permit lawyers to reveal information such as a current investigatory trip or meeting. Investigatory trip or meeting.  Even a post that hides the identity of a client and recounts only public details of a trial still might reveal confidential information.

E.
LINKEDIN and AVVO.com

Under the American Bar Association Model Rule 7.1, a lawyer is not to make any false or misleading claims about his or her services.  “If a lawyer permits an endorsement to remain on the lawyer’s LinkedIn profile that the lawyer knows to be misleading, even if someone else posted the endorsement, that would seem to be a problem under Rule 7.1.”


Truthful endorsements are OK. Just because the endorser does not know you directly does not make it a false statement.


Users should remove endorsements they believe are false or misleading. 


“LinkedIn has a field for specialties, so lawyers need to be careful there.  Just because you concentrate your practice in certain areas, you may not necessarily be able to represent yourself as a specialist on a site.” 


Some states prohibit the use of testimonials, but Texas does not.  On LinkedIn, you can prescreen  recommendations (even unsolicited and unexpected ones) before they get posted for public view.  Make sure the recommendation content complies with the disciplinary rules, however.  For example, Rule 7.02(4) prohibits comparisons to other lawyers’ services, unless substantiated by verifiable objective data.  Therefore, if your client enthusiastically reports that you are “the best trial lawyer in town,” that is not allowed.

A LinkedIn profile has a field for “specialties.”  Unless you are board certified by the Texas Board of Legal Specialization, you should leave it blank. Rule 7.04(b)(2) prohibits a statement in an advertisement that a lawyer has been designated by an organization as possessing special competence, unless the organization meets the requirements of that rule, which LinkedIn does not.  


The area accessed through the “Answers” button in the LinkedIn toolbar can also pose problems.  You can ask questions in various categories or respond to them there.  The readers vote on the best responses posted.  When you accrue a number of best response votes, LinkedIn automatically designates you an “Expert” in that category. Such expert designation without board certification contravenes Rule 7.04(b)(2) in an advertisement.  Although your LinkedIn profile may not be deemed an advertisement, the prudent course would be to avoid answering questions in the Answers section.


LinkedIn introduced endorsements in September 2012. Now, users’ profiles include a “Skills & Expertise” section where you see all the rows of tiny faces representing the people who have endorsed you for various skills.


“[L]et’s imagine that someone offers to endorse me who has no basis for assessing my skills in a particular area.  Perhaps the endorser is a friend who has never worked with me. Or imagine that someone offers to endorse my skills or knowledge in an area I know very little about.  For example, one of my contacts offered to endorse me in the area of “International Law,” even though I know very little about the subject. If I accept endorsements of this sort (i.e., endorsements from people who have not worked with me or endorsements of skills/knowledge I don’t have), it seems to me that my acceptance of the endorsement and making it visible to my contacts would be misleading and violate American Bar Association Model Rule 7.1.”


It is permissible for a lawyer to accept an endorsement from someone who actually knows the lawyer’s skills and abilities and assuming the lawyer actually has those skills and abilities. One other issue to be wary of is the reciprocal endorsement.  


Endorsements are fine provided they contain no false statements and are not given as a quid pro quo.  Just because the endorser does not know you directly does not make it a false statement.


Joshua M. King, general counsel for Avvo, takes a somewhat contrary view.  He argues, first, that lawyers cannot be held liable for endorsements posted by third parties, because any ethics restrictions would be preempted by Section 230 of the Communications Decency Act.  He further argues that the endorser’s actual familiarity with the lawyer’s skills does not matter, provided the lawyer actually has the skill.  He also notes that if someone endorses you for a skill you do not have, it will not appear on your profile unless you allow it to.


The position that these endorsements do not violate Model Rule 7.1 because they are not statements by the lawyer about his or her own skills.


If someone gives you an endorsement that you believe is false or misleading, and if you do not remove it, then you are effectively accepting it and allowing it to be communicated to anyone who views your LinkedIn profile.

9.
CONCLUSION

Keep online activity “business casual.”  Before you post, ask yourself if you’d share the photo or story with a client at a business lunch.


Beware the Internet bubble.  Social media can create a false sense of anonymity.  “Don’t let this cloud your judgment.”  Remember that “what seems like a private exchange among a few people can be visible to many.”


Don’t rely on privacy settings.  “Never assume privacy settings give you license to act unprofessionally.”  Privacy settings can be unreliable:  Mistakes can happen, and what you think is private could become public.


Don’t bash your boss, your client or your judge.


Use good manners.  Avoid bad grammar, profanity and slang.


Avoid overly personal posts.  “Too much information is a bad thing.  Even trite and mundane comments can add up to paint an unflattering picture.”


Guard your reputation.  Your online persona cannot be divorced from your professional reputation. Maintain professionalism across the board.
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